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i .;»tVi there is ontii ncU in this rolisw certain studies prepared ty 
.. Voe.ele nu Lieut. Barthold Pick, who served os chief and assistant 
ea. -actively, of Beferat I of the C hi -<S telle throughout the course of 
• r II. This Refer t of the Chi-b telle, centr 1 3Ili bureau of the Air 

... ->try, it wns that dealt with a study of en sty crypt ographio systens inc pable 
of solution in the field. 

Included also la a ata-v in the on,ia>l Gtm n text, which discusses the 
j t 'jf ; hie eyate:^* I^.-ed ^.uriiit, the w.r ly the ,lir forces of the hoviet 
This study was subsdtted by Lieut, fald^ar lertner, cryptanalyst of 
' * ‘r »<• Ir nt , 3 t , L_C*. . .f 1L1, awul biegr -,-v u Wm fauna in 




^ Tol. II. 


Uoi. of Lie^t. •erthsr's »tu^y w-.s no* .ncer. . ir. :y e ..bars of the 
-ec meal Intel i , «a i Tea.., ITS aS ? , since tiue was lacking in rich to do 
i ..et.ee. Then too ite sut>je<-t _■«*. ter is puite technical *n: believed to be 
cf i: tereat, in the wds, to cjyptanalytic specialists only. 
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OF 


Feruirwv Voxels 
Chief, Refer'it K, Chi-Stelle 
LuftWiffc SIS. 


I w s born on the 12th of February 109b in Hollfeld, l^varla. I served 
in iforl i I j a volunteer, fol owir* w.JLch I studied oriental l*n,\x&.ea 
at various universities, specialising in philology. I also sngagsd in the 
export business, after sever l /e tra of residence abroad, I was offered 
a position a interpreter, in the maer of 1, , with t e cr .m Air 

klnistxy . 

19 y> July to te er: Training Kladow, ne r Berlin, indorse tele^^hy, 

•er to : j hie j rocedurea n 1 r Si ti D pool .-l. 

Ooto. er to * j«us:y (193b): 1 r *nsferre- to t?.e fixe ; ulu station of t e 

at v .t atut rt. re I translated pl-in-l^v'u r *uio frai t ne 

French, **sr IV , .. rtly .>ir Force, rxi in a aition w^e ei^lqyei on eval- 

uitiof tr frier : lysis. 

* i-arvi to 4$.rii: Orucre * to . two-n.ollt:.s , ^.it-vtr, w* e:e I w s e^ lcyed 

as ir borne r # tor sit EG 2 * ritsu^e:., oi. ; e . 

<r*»us w s l it of oft iccr c rvdi.te. 


kay to October 1 thx 1 broke tne er c:.t use lx* connect! ax. witb a 


ote, t f s*o bo of * ~ ! for t .e oat *rt 


-*rv* % ;»€«.. record true ted. 


] /r. •• t w*.. one wit . a xxu-.^cr- letter 


t-b*e f w 


ei . t 


e 


terv a. Afte - tne outure^k of 


r 


V oj; ‘.as four- *lph - e tic s-bstltutian 


Wrfl 


TOP SECRET 


October 15thi I w-a transferred to * ne wly-activited Lu.ttw.tt* inter- 
cept station (»-15) in Lunicl^StAdelheia, where I tr >nelnted French, Italian, 
• ad Jugoslavian radio nesa>gea, I coula not engage in ^ re .1 vorlc, which 
sua the deciphering of Csaohoalovddan messages, since such messages were 
not inter ep tad at this tine. 


1*>7 



On tike : irst of J cuiery , I was ordered to the newly-created Chi -Stalls 
at the Genaan air . Jinistiy, and was assignee to Hefer.it K, under Captain 
Ladech. I w s ..act chief of all ory tanalytic work. The entire Chi-Stelle 
osasistea of bout a oosen people. An aasistant by the use of von Lingen 
w >a assisted to _m, who had learned the oxyptanalyais of Busaian Any traf- 
fic t a Car .n any bl£ station in Vreusnhristxsn. The Russians had no 
indepanjant air force, .mi accordingly no a ecial air faro# radio procedures. 



During the remainder of this year, 1 broke other Spanish system, -nd 
several Ceeohoe cvaklaa hi graphic procedures. The material available far 
tracking the Ceechosl avail an Air Force double- tr imposition cipher amounted 
to only b>-2S _m»a«.vs per day. 



■it kuaai.n traffic, for which nare people were available 
t > n for all other countries combined, presented no new problems in th_s year, 
cr it. t 9 foi. owing ye rs. The a. ate. a were t-fi f >re ample 

• -oatitutic:. ciphers, a mil a a 0 ,jrau code bo k, cn mges in which 
. rsaer.ta nc re t nffloultiaa, a .nee us position f the imiivldual cude 
cT®- a in t'.e revise,. SditleSB rmo-vluec rel .tively the a cm. The re .iptmr- 
' ■ »1*F» P«i -letter eobstitut-on ta le. cim;e ttm 


war* oj. . -a*. i w j | e specially of Liouta. won Lingen and 


Vvils. 
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In this ye..r, several Csechoslor.ijd.sn ^yataeia, bigrams, training 
coiea, sisals transpose tio , .nJ, in tho suixer, .Iso double transposition 
ip hers were solved, s veil >s several Slovakian substitution ciphers. Tbs 
uubls tr nspasition ciphers vers all b .sel on keywords beginning with the 
letters "A" or "G". 

The avaunt of Polish traffic interested during 1938 and 1939 »*s very 
■eagre. The number of messages, enciphered in the principal Polish system, 
vtxioh vts t 4~fitfire cods, reciphered with an iduitire, only reached a total 
^ of luO in one particular Month, lairing 1939, the verage number of messages 

intaro »p tea v s eel. under lJO per month, -aJdng c /pt m lysis in^ ossibls. 

In September, 193 tbs code book v>s o pture :, but less than 10 uessages 
ee -e tr *na. itte.. luring the ..onth. Simple substitution ciphers vers broJoen 
in 193 -1939. 

I 

Or in*, to * ahort* c • of peraonnel, only one cr/ptogn^hlc a/ateu of tho 
featern Powtra, M e f a Kroner. Air force o/ote^, iu worked on in the fall 
of 193 • hie one blotter alphabetic 1 co c book, reciphereu with a nixed 
;i*iber- letter cipher t *ble. Tho overage de. th of ...eaa^gea wua 100 per conth, 

^ and in the s n j|| of -^3^, the first -eaaage waa re du Bx-itiah, Dutch, 'Belgian 

c: n atr. .a -ere not at. aid. 

339 An vera^e of ten people only were .milable for cryptanaly tic work. 

- j n - tl* .a be tic 'v>ie with tl^ree uflcrent typea of re cipher- 

^nt * -a vur^eu on. In apite of c .-*rxgea f the re ling of thia traffic con- 

txnuao ariog 1 

1 reconstruction wur*. w*a ume on the Krench air force code book. 

<xit tne firat t roupa of t e lovem^ent rclejrMph Code were 
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identified, la oaiv.act.or. with tho saslysi a of t a IUP 4-figure system, 
whioh I bad 1 aba Had aa decipherable, though no ana ugreed with bo. Sana 
yko oeeasges aara int reap tad, fra- which it could only bo decidad that a 
tlrty-two colic v substitution t ibla wus being uaad. At tho outbre *k of tha 
wr, I >d available : or crypt n lytic work on the traffic of the Western 
Puwora only four . on, n ne of whom could bo classified -s a good cryptanalyst. 
All these people wata later eliuinatad fra. the Referat. After auboitting 
a report, stating that under tne preT-ilin^ personnel policy no results could 
be j roduoed, about fifty dignal Corps enlisted ^en were assigned to ue by 
General Martini, the Luftwufre Chief Signal Officer. These -ere mostly young 
aapls, sate of w >a» h d studied lar^ .ages in school, .11 of who. possessed 

* 

no knatfled^e or experience in the field of cryptanalysis. There wee no tl jtm 
for tr-inin* , *o I Lsaedistely eet these eople to practic<*l work# Sewersl 
w* c e 1-ter, t e : iret hundre. groups of the 4*-fi£ure coae book were iden- 


tified. 


In t .e o**e of iyko, the *ver*ge depth of traffic at tt* end of 1939 
wai 1 -20 eu ee per day, nth the result test deciphering m impossible; 
tide in sj ite of tne fsa-t toat the Syko euros for the entire month of October 
••rt recovered fra- » iel^ngtan sr*>t dote; m&r loth- on the 2nd or 3rd of 
t e ~*onth. nly at t .e beaming of 1940 -lid toe increased oepth of treffic 
.•nit the -ecipherii^ of b/ko essage*. 

Of t e /reiwi t iiaj, those c4j. 6 ti tncoota in a figure ^ystc_, re- 
'ip.ermi eith letters, were intercepted in m* 11 <ju^ntiV on^> until the ena 
of 1 * 9* T esc .ess^e* caula n re^- 1 jut at the ena of the year this tr&fxi 
cc .. Otr*tr enofe ^rstm s were nut intercepted. 
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Sep%Mber 9 1939# t he total oryptaaalytio pereonnel ami lab la for work 
on all count rlea 9 including Rueeia, waa 1^-18 in unbar* By the end of 
Daoenber it h^l risen to 30. 

19U) «ork on the JUP figure code contimed, the decipher! nt, work eing dona 

ly the Chi-3 tel. e in Potsdam, f-Leit 2, W-12 in Bruaaela, and by W-Leit 3 
in ou<lvl. 

In J ‘iiuary and February, Syko ueaa gea were deciphered with • de th of 
traffic of up to >00 Mae gea a d y, kaqy o^rda were completely reconatructed, 
•wu when at our eat f the a«*gea were read by UUX) uoura the a ae day. Of 
apaci >1 value «re the nuurroua ee thar e-a^i encountered in thia traffic. 
9yko traffic waa aa*lyaed priiaailly ty the fixaa Sli S atation in !uauia, but 
alao in Bmaaela ana P*ria. 

?i.e arirKi, l rch to A* ril, »*w breaking cf the irltiah 5-fi#ire 
•eather eyateu, ra^ipharai, with *n auditive, inaih the awe wy ^a the 
RaK V- figure *oue. After the a/ateu w a broken, it had to be turned over 
to the Chief feather Of .leer, but, in the ca«e of a change in the auditive 
bool , the fer t w aa t inullowea the honor of performing thia work. 

.ring k rch and April, a Balkan 3-fi^ir^ prooedu.-e, ^nd _ut c . 

bigraphio ay at a- were broken. 

2:. June work w*e oejan on the Inter-I)ep. rtoent . ( r. tiah> . for 

this purpose not only a cojy of the coue bo k v^a available, but also 

i re >t xma-ber of r^ io .at .gea, which mrre mtc.xjwpteu by the Dutch *nd 
or gian - Intelli^noe Sc rricea. 7 .a only work done cy tr*e jutch 

«nd t lie -na h*a aeon to arr *nge the cipher teat witu f.ve ^ruupa to 
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• lint . Hr sscn-nglng oipfaer texts with the Chi-fltsllsn of the Anqr , Hsty 
•ad Foreign Office , this ^ rite . see reed continuously . 

In the 1 te suas>«r of 1 40 , the ^router part of the Referat was moved 
to V-Lelt 3 In hnris , where for several months , optlmu results with the 
KAF h- figure eoue , 3 yko end 1 DC were itteined . iy i~euns of the 4 *^fi t>ire 
code uvl IDC , sever 1 edditlve books were crmplotaly reconstructed . 

At the erv. of l l .4u£), a cryptanalysis ts«ia for KAF 4 - figure code was sent 
to Teoraifv* In bicily to Join t e yth Ca-, of UIR 4*0, ookua tided by C .pt in 

Windels (l«ter I «Jorj. This te.ss likewise achieved very good results. 

|$hl i. tstexy «nd Fshrueiy brought no ohengs. Mowever, another crypt analytic 

uxu t, of i roatkfeutely 1 2 an, to work on the BAF 4 -fi 0 ire code, was sent to 
tne *■ lk -ns to the th Co^' »iy of L :«R 34 (C.ptuin •oerv.e) with Klieger- 
•'.e /ill. Vais .nit U.ao functioned ef:iciently until the intro ucti on of 
tue new edition of the i»- figure oods on the first of April. 

jesuite iv :e ustr usees, .£■ cry at analysis unit w-s oruereu in Kerch 
to le re I-Leit 3 nc Join Referat S st senieres. Poorer inte; cept con- 
•itions, eou; le,. with o->ty fewer and less experience a r dio operators crou«.ht 
a «ner .1 Jeteriar *tion. .'.evertl.eloa* the nee RaP *►- figure systei-. w s quickly 
broken. 


In »-v * the t ywat«r part of unit in the tfest w-s transferred to Athens, 
•tki t ere c! .eve . very 4 , 00 c reeu.te w.ta the w-fi tjire coos and other e/ste. s 

frvs. Vie f 11 of 1*^1 to the f 11 of l9»i’. 

.1 4 rt. r. of the w -c.. re:, ined w.t Refer t B in onirei, woried 

primarily on L>'. neee pe<^ le, who were specielists on this a/ste-, could 
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■•cipher auoh of t.« traffic with • r*lutiT.ljr a^all number of Mut^-u. 

In November, Luftwaffe SIS units in Norway intercepted the first Anerio n 
^letter mtft ^es! enciphered in a strip system, and containing the indicator, 
”UNSAL"« ;owevwr, the interception of this trai:ic was dropped a few dnjrs 
later. 

as ordered, the cry t-ovtlysis te*. with Refer it B in isnieres continued iu 
work on t .« ^-figure tr ffic, but the number of Lwesagea (about 60 per day) 
w s uu . ti a.. 11, nd moreover so po irly intercepts^., th t this work could 
triiv no results. 

The w r w.th »*•! , lthou.h it brought *n increase in intoiccption, 
revealed no new yiUs. The Russian ^figure qystaa, reciphereu with an 
additive, was broke;, u early *a the su^taer of 1940. Copies of this alpha- 
b> ti. I code were c ^ t tred in 1941 and 1942. The bulk of cryptanalytic work 
Russian traf „c w s ,u>nc in the . irat*ll t Potsa — until the 1 »te fall of 
1 - . t et. ;i. d* . see (d st Prussia; ; in . *y 19m2 it was lone at Zitaiir, 
Russ.-*, in 1943 in Goldap, East Prussi al. cor es; andirv to the movements 
of the Chi-b telle e d^arters. 

1942 In % anuaxy, t he cryptan*l sis te . w.t Pefer t B >t asnieres, was orjered 

back to the k ‘retail, bit it was larch before it *rrivwd there. The reason 
for this del / " • the luten e 4 hon of *»ex *c n ..i pf.er me*. » ei. In april, 
a a- jiu*- - r of ’ * t ci ^trt intercepts. l.oairv, tne aystaL to 

be - olmxu ^a;*over, .tea u^scovere^ that the s system, with the a me 
• trips, w a accurately described in a p«w*>hict wJLch could us bought for 
t drty cents, trie title of which, -a -y m-ory Dost serve* w^s, "The 
field Officer's Maimial" • 

I (j i * 
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■ltn the »lp of « ■nail Ik (Hollerith) unit, w>rk on the strip «y»t« 
u ssd on t « South Atlrrtic ferry routs was begin in the fi.ll of 1942. kes- 
I4 b ei Intercepted during Uay, hoaxing tbs indicator, "CIKEBP, sere used as 

•terltil. Vith ■ axi.ius depth of treffio of 290 messages per day it sms 

4 

passible to reconstruct the 100 strips. In January, 1943, traffic of the 
uonVs succeeding Kay, 1942, was -luoat completely deciphered. The - art m >» 
success cidered w a the deciphsment of the Messages 14 days after inter- 
ception. This work sue done only in the -.arstall, the interception being 
eaoof>lished ly the l r >th Cca^>any of UQt 3 in Munict/Oberhaching, and by an 
interc' ,>t platoon with Refer. t •' in snieree. The Pb. laachines, which wwrw 
absolutely neoeeeaiy for finding repetitions in aesa >gea, were located in 
Treuburg, and later Herlinchen, both in E -at Prussia, which f >ct occasioned 
great delay. 

at »-Ieit, Southeast, in Athens, excellent reeults sere obtained, during 
tne eutaaer *na f .11 of 19u2, sit*, the rltieh 4^fi t ure traffic, -ni the eeathsi 
cods; to * lesser extent also witn ke.dterr ns-n Syko -nd IDC. The czypt- 
»n. lytic txoup in Athens v s increased to 140 sen, aost of whom were used on 
British ayete a Including the Aircr-ft Koreuer.t Code, which v.a identified 
t»er* in the f 11 of 1942. a • — >1- number of these people suffioed to de- 
c ip her t:* transposed Turkish w> * ther oipher. The -ecipherirv of the .ur Irish 
•ii^le substitution oipher, which changed .monthly, ofrereu no great difficult. 
The T^ric. ah rusber code also j reaente no particular problem. 

At the end of 19a2, the -*_e lean cr. ptojr phic s/steu of the Caribbean 
Uefe.-ae Air force (iaiic tor 'Ourj was also read. Two-digit rxaberw, in 
t.ue a/at , in audition to deiiv. encucsd, were r- ciphered with e »~-n 
t-L-e. . neae wea»a ea contained reports of t»k e-aff. 

TOP SECRET 

- 8 - 


TOP SECRET 



tine tbs first attafti wrt udt to deoedi 


Bonber Code useeegoo. Owing to tbo slight depth of traffic, this wo no 
possible mn though several capture- oopiss of the cods wore available. 

•Laos I eysolf hod personally twioe brok en tho RAF V-flpire ooda, I 


wtdoh wont into off oot on tho first of Novo 


assuuod thot t o now systeu 


could bo broken ly V-Loit, Jouthoaet, la Athena, lajreovsr, I im at thi 
tins prinsrlly oocupied with tho haorlooa strip qrstsn, os wall so tho B 
Cods, Aircraft Reporting Cods (which woo still unbroken) , Division Field 
etc. 

In tho bogLudOc. of J nuary, tho first psrtiol dsciphorusnt of tho B 
Code wos achieved. To further this work, I sent e s m all to jo to Moldekc 
In Islet, Holland. Tho depth of this truffle gradually increased, and 1 
d. lly deolpherusnt was possible until tbo end of tho wor. 

In Fe .'.ary, so suoooe isd in bre.Jd.ng Division Field Code sassages i 
I editsrrajoaa tcnotre, most of w t doh contained air force strength roporl 
nwnry oerveo, sufficient nose -gea, encoded In WO- 17, DFC-19 and DPC-2] 
sent on inorloon d.r Force networks to pemit their being road in port. 

.-bout tide tine the enlisted en who were eng>lcyed os cryptanalysts 
to bo repleood ly *ann mxlliarisa. In . aroh and April, SaF Jrflftre 1 
interne. tod in At .cm was sent to tho retail, end at the sene tine th 
cr pt ^n* vtic personnel in -.the no was rec lieu. Reoeardh work woo done 
this Of ■ tea wit:, t.e :.elp of 13. ns^hiaeo, hut only insignificant ani p 
results wore obtained. 
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the cod* book would bo o Mfid et ohortor intervals, the fear thot the crypt- 
onaljrtio auooooooo of f-Ult, Southeast, la Athene might bo divulged ty * 
deserter frcsa this unit, end, finally, the pressure of other, mors urgent 
crypt nelytlo work, ell led to tho feet tbet this system ves given only m 
minimum of ttentian, with very little suooess ensuing. In the spring of 
19 the interception of RaF 4-figure messages ms abandoned entire]/. 


ke nwhile, the masher of mess gee intercepted in the /merlo n strip 
aysteu used an tbs South Atlantic route, was shaxp]y reduced, the greatest 
number of ..essspes intercepted in aiy one day win,, only 150. Difficulties 
eere further increased ty the rmiovl of five of the thirty strips, which 
five could be rmaoved it . andoa with esc message. .ndivid-al messages 
sere deciphered, but the results did not warrant the expenditure incurred 
in time sal labor. I>y the beginning of 194- , the ma rt mm lumber of mes- 
sages with the sx.e main indicator, intercepted in one day, had fallen to 
100 w the ver - e w>s 50. Ttua further analysis was rendered L p ossible. 


Toe. : the and of 1943, the first attests wtrs m~d* to break the M-209. 
Nevertheless, sines s much ^raster nu-.be of t ess messages were intercepted 
ty the Amy dlu (for e ahile ten ti-.es as uaxyj, -aalysis w.s at first im- 
possible without an smshangs of mess >gea with the .*ngr. The A nqr 313 re- 
mained the leader in the interception of tneae ess pea, nd, therefore, 
the le der s.so in their deoiphenmnt. 


During tide .rear, nd also in the following ye re, various attaapta were 
a»ds to render fe si Ms the decipher sat of *• iterranear. Psko . carue. In 
1943 i.l 19k , s »tnnt of Rekoh o rds ears reconet r cted; but sum it 
«as never possible to a* vote sufficient radio receivers to the interception 
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of these — — gas at ajy out station, the deciphering, shioh under these 

t 

conditions depended on the relegring of thoi trm three ear acre intercept 
station, oould only be aoo cavils had after a delay of eewaral days, in 
which oaoe it had no great si^nifloenoe. 

No leportant chui.jaa took plaoe in tha analysis of Russian and Turkish 
traffic. 

During baneurera in Inland bigraa nessagea were traneuitted, which oould 
be partially deciphered. This p rowed to be the Slidex qjrstan, which after- 
warde was used in tha Invasion, and ty that tine had baan in tha greater part 
rwcanetntcted. 

Tha Anxio landing in Italy produced a eljq>le, new bi graphic qyaten. fre- 
quently t see aeeeagas contained requests that the answers to apecifio 
questions be enciphered by neans of h 20?. 

In February, the interception of aircr-ft Reporting Code aaseages by 
t ,e 16th Cm ry of INS 3 in Angers increased so sharply that partial 
dedplMrl^ was possible with a depth of 190 aeeeagea par day. Pne July, 
15U. an, work on t ie traffic wua tr-nafarrec to the fixed SIS station in 

Itueiea. 

In March, tha first M-209 nesaagea on herioor. dir Force networks in tha 
~edi terrene n were daadpcered. 

Since Kof hir, 1%3 ( about 190 let ter messages, with the indicator 
*TRLNA a , bad beer, intercepted. Theee prewed te be an unenciphered code, ai 
average of four -^en narked an this yitei. Since the code v e an alphabet!* 
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oat, mare than 10,000 group* of the coda vara accurately identified, * 1 - 
t hough only approximately 1000 aeaeageo wn aval labia if to March, 194-5. 

In tha fall of 1942, the Aircraft Move— nt Coda had baan broken far tha 
fir at tin*, and thane 9 forth via currently read. Various difficulties such 
as tha use of too codas, one Saaric-n and one British, twelve-hourly changes, 
the introduction of iaai\y variants, ate*, oa. e tha deciphering tusk in- 
creasingly difficult. During tha au.--.er of 1944, several attempts sera —da 
to aolve tha problma with lit. machines, but with no success. Evan tha mas- 
s igea sent on A.erioaa high-speed r.dio teletype links, which messages con- 
tained BA and BD information, >s well us details on markings of the air- 
ar « ft, roved no point of entry for the decipher—nt of the aircraft kove- 
—nt Code massages which, from this time on, was no longer possible. 

Aa of tha d^jr of the Invasion, the 6 th of June, the following syste— 
were be.:^ re >d; ?anber Coce, Aircr .ft Reporting Coda (to a limited extent; 
analysis was facilitated by weather — ssagesj, Slidex, and, an certain d^rs 
of the ,.onth, :.-J09 nd "TE1MA". 

This situation remained undisturbed far the 1 —el mini of the year. To- 
w>ird the ei>d of t i year, 1-209 mess -pas on LaAF networks ware deciphered 
more frequently. In October, 1944, it wua paaaible to deaipher the entire 
traffic of > network in the Vest far four weeks by virtue of e captured list 
of k -209 setting. 

IS. 5 fitb the pausing of 19m , Gar— signal ca. uni cation continually de- 
teriorated. MM eere moved about more frequently, ksferat I, 

itself, be in* tr -Afem . to Rreaabroon on the 3odenaee, in February. Thus 
it c-anw bout, that cryp tajvalys.e te«ma with individual unit a awre cut off, 
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and the Referet, itself, received no aare frcu outside sources. Ttao 

I'i installation w • overrun ly Russian troops at ths end of January; s new 
on was procured, tod was operational by ths sod at ipril, but Individual 
bead quarters ware disintegrating aw all sides. 

I, yea If, iurlQc the war, maos about one hundred trips in ths interest 
of t * service, always to thosa places where new difficulties h-d arisen. 

Until kay, 194-3, lthoucb responsible far cryptanalysis in both ths Vsst and 
in the Mediterranean theatre, I had no officer or inspector in iqr Referat, 
and in addition to visiting Luftwaffe SIS out-stations, I had to uidertaioe 
liaison with ths other eryptnnalytio organizations of tl»e Wehmacht myself. 

During the month of January, 19k;-, 15,000 Russian sassages were deciphered 
-rv. 35,000 of ttie allies in the *est (including the Mediterranean). 
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Ferdinand Vo* gel*. 
Chief, He f# rat I, Chi -S telle 
Luftvaff* 313. 


1. -UBML" *A m <&r 


The** two e/etaue, on* of which w-e used on the North Atlantic ferry route. 



Out of fifty atrip* , ten^-ftw were select ad for ajjp eingle day and were 
uNd in preacrlbed sequence. The tMnly-flT* letter* of the alphabet ww read fr 
on* ooluun aoooruing to the de Baaerie* uethod. After approximate ]y forty of the 
stripe h*d been reconstructed, a short repetition in two uessegss sufficed to per- 
mit t m err .ngeuent of the strips to be date ruined.. 

2 . nve-n^irr Procedure 

Two cod* tables of 100 groups each fanned the basis of this procedure, which 
wee eol'-ed in 19A2-19*»3. One of thee* table* contained the letter* of the alphabe 
nu.hera, erubole, etc., the other such frequently used words s ITA, no, from, 1*1 
etc. 

only two-cu it nsaber* were recip.ere^frcai a ermll »d..itire table; other cod* 
.roup* Mr* not reaiy r«*rwd. The result ees that one .sasage usually euffioed to 
^reai the recipuer-e-.t. T * content* -*»lt with vir- to- ground traffic, and th# 
iud«r of . aaaagea intercepted w-e limited. 




/ 
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}. Thlrty-Strl; ProceAiK op th« 3a;th Ml atlo F»mf Ba»t» 

The first Miugti an -lysed in this system wre those of the oonth of May, 1942, 
bearing U>e indicator "CBS])". It van quite evident frexi the oipher text that 
there re e break after eaoh fifteen letters, indicating that another strip was 
being used, Accordingly an analysis me made an the basis of jp-cupa of fifteen 
letters sith the assistance of 1 11 naohinsa. A de_ th of 80 passages of parallel 
oonatruotion w a needed to reconstruct the lOu strips, 30 of which were ▼ lid in 
>ry one day. 

In order to rusks crypt-.nalysia possible, a tuiniuuc of 130 nssaages was needed 
on Most days of the uanth. Mars than this naber vn usually interested. The 
a/stsrx v s used for air-to-ground eees-tges on the South Atlantic ferry route, and 
we read -a Ion*. *■ it via used. 

In 1943 a new difficulty presented itself. While 30 strips sere still valid an 
ry one i v v, the erxnpherer could arbitrarily ro.ovs ary five of the stripe to en- 
cipher ary one eu - t e. To indicate which five had been removed, a second indicator 
.roup, proUhly refer, in, to ■ a-»U ch rt, was uaed. After about six weeks, »<■* 
of these ..eaaages »ere lao deciphered. Howswr, at the s-aae time the volume of 
this type of traff.c began to usclins, so ttrat finally the -nalysia work h-d to be 
dieoontlisied. In this ays tv. the two in-icator groups were reps tea in inverted 
order >t the enl of the ue#s*ge. 

Another cryptagr qihie s/ste wee used far this MS type of traffic. Again two 
X rvucatars ware used, the first of viol, w-s usually an lterrvite cotisonanWwsssl 
coktdn tioo (e.g."hM3&*), the —com, of no .artioul-r pattern. Both indie tors 
were rw.eatea in the sue order at the end of toe .assuage. It was probably a 

t.er, but not the .-209, I>et-ilad reee -rch we not possible, owing to the 
re, 1 oa er.t of a le crypt -a- lye te wxta inexperienced fe— le -uxili arise. 
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K-» liqabw Cous and hskoh (See British Systons/ 

In order to becoee f llior with the contents of Hekoh card messages, which 
wore used ty ths eric. ns on the -tl ntic ferry routs, one ley's traffic, which 

wss especially favor .ble, -nd consisted of about sixty nesssges, whs deciphered 
in edd^eroh, 1944 ty the 16th caqpaqr of I/ffi 3 in angers. The evaluation section 
ms not especially interested in the contents of these u.es sages; therefore work an 
then wss stef ^d. 

5. Division yield Code 

A co|Qr of this code (to tits best of ueaaxy , edition DR-17) wss captured in 
the Aedlterr*nesn erea. feo aise of this, it wss possible to partially decode the 
Snell nuuber of intercepted messages which hsd been encoded in other editions such 
ss DPC-19, 23, 28 end 29. 

*• Alrcr ft hove~s r.t Code 

do with its British counterpart, this aystna t j introduced at a relatively 
lets dots, .id *4 found by the German SIS to be identio l with the British syst«. 
It ms used for ferry flights over ths Atl-ntic ad the west onset of Afric . Iven 
wnan the nysten oould no longer be deciphered bee-use of frequent cl tangos, the ap- 
proximate maaber of aircraft being ferried could still be detemlmd by the eval- 
uation section fra- ths depth and issebere of gra^. of the essagee, as well as the ties 
of d^y st v .ioh Ute/ wore sent. 


/. 4-209 

This ms s -—letter eye tea sit , the two indicator t .roupa repeated at ths end. of 
ti»e ussaage in the s«e sequence. The first six letters indicated ths ssttii^ of 
toe machine. Which hsd bees used for th-t particular message. Yr<m these ths reel 
indie - tor ccaile be ootainec ty reps tedly enciphering e double letter given in the 
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eleventh and twelfth groups of the external indicator* The ninth and tenth lat- 
ter* Indio » ted the organisational system (i.e. l.»th ISAAF, 9th USUAF, etc.)* Sar*e- 
times the information contained in the indicator groups w a arranged in a slightly 
different order (t«|» the doable letter night oocur e the firet and aecond letter 
of the first lniioator group, etc*). 

To derive the »ctu *l -chine setting ao that a*esages of one day in the ease 
aystma could be deciphered, either two canpraaised mea gea (where a part of the 
p 1 a in- text could be sewed nd auperiia oaed) were sufficient, or one message with 
nistaksa, which w»a later correctly re-enciphered in tha ansae syate. .x~. key. In 
t eae two c -see the deciphering of 50-60 letters hi to be *co<mf>lished in oroer to 
obtain the eettixv v.ilid for a twe lve-hour period* The average depth of tr fflc in 
the West w a lOO mesa gea per day; in the Uedi terrene .n, 40* Two or three system 
need in tha It*at were read on between six to twelve days of each month, while in the 
krdi terrene -n tha var *ge w.a two to five days* 

In the uoet su> 'earful c<moa an entire aystec. was roken in 2 4 hours* In 
. " * 

ener 1, howeve: , letter results waul . have been obtained, h d the interc-ption cf 
t eee jaaa » gea been iore purposefully directed. 

a. 

This w.a >- latter a/aten, «rhi h wan intercepted lrr tha Luftwafre SIS fraa 

WoNWmiwr, 1943 on* It wue bowed on code book of p rax~mately 130,000 to 140 f 000 
grcaipe, and w a not re iphered. Sines the oooe book w a arr -ngwd in lph.betical 
order, more tr. n 1^,000 groups ad been identified by -pril, 1945. '.his rxc.be r 
suffices to re.^d pr otic 11^ el Mll-interce te^ . t u , ins of r as their cox^ 
ter.ta ~d not involve vocabulary* The mmber of these message# inter- 

cepted d. tuwe tr 4Bhea of tr.e ehn cht aggregated less than 100 per month. 

^ate* we fre gently used ^ir attache# am liaison officers especially 

in Sw^en *m v.e ife*r * -at. TOP bt.OKL l 
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Lieut. isrthold Pick, 
Safe rat I, 0 hi -Stall#, 
Luftwaffe SIS. 


1. Covermsnt Tslejarauhlo Coda 

Cork upon this coda was begun by tha Chi -Stall® of tha Cshnr.aoht in May, 1939 » 
it bain, at tha tiise unknown to tha Chi -St a 11 a of the Luftwaffe, even though it 
, was not sac rat. In August, 1939* tha coda uua turned over to tha Luftwaffe by tha 
fenrtscht. It was used to a no ode reports of casualties, and for auminietr -tire ass- 
sages. On ths 2 th of August 1939* tha Adoir >lty in Lomon broadcast an encoded "C(j" 
osssago, which reedi "All ships hoas". 

Tha average depth of traffic in this systaa was 200 neasages per oonth. Less 
v-lue was attache- to this co as in ths latter ye*ra of tha war. 

2. I n.11 u 

■ark on this 4-letter coda, which was transmitted in 9-letter groups, was 
begin in 1939-19AO bf keflaret JC, and v s partially read until the end of tha war, 
with a small depth of traffic. Tha coda j roup "TsTkC" ■aen t "begin selling. 

3. fcM 3*£*Ll 

T .e Sjrko carl waa -sec to re. _ ns r assaagss sncoosc with t a Royal sir Iforoe 
H*v*l Cos. a cojjr of this cods woe rstrisvsd, in ths beginning of September 1939. 
fr® a Wellington abet -oar. in an attack on *11 he lash* wen. T>da coua, with few 
.iriauie, rwaUad la effect until the end of t a war. 
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■ork an deciphering the Syko card wee be 9m in Jomaiy, 1940, by the fixed SIS 
station in uee, By ytbrusiy 1940, the Syko o rd we* being reconstructed alsttst 
<i*l]y, vd could e reac by 1600 or 1?1X hours. Liter, several cards rather than 
one sere used >1*11/. nevertheless, the in-ividu.l cards could be reconstructed 
with a .epth of 40 1 eas ages. 

U Messages concerning both British and 4x1s nav.il vessels, submarines, convoys, 
etc., eere of spsolal interest. Messages of ccxsasrcial air lines (indicators GJBt, 
dXR, etc . ) g.ve a ooqplste picture of the we ther situation. 

b- th of '.ruffio r»n to between bO and 300 uses gas per day. 

- Btkoh Cards 

Ttus o rd •> pe red in 1942-1943 in place of the Syko card. Since it m not 
constructed reciprocally, its reconstruction proved souewtiat uore difficult, but 
was «.'Oag>lishru bf virtue of the previously attained experience with Syko, only a 
• i. , htly i.noreieeu depth of traffic sing required. 

5. Ray rour-yimre Code 

This oode ms divided into two parts, whs not emnged •lphabeticaliy, «nd ees 
reciphered with n additive. Tue ints. wus broken in two eta eet 

s. amoving the reciphe:-usnt. 

t. Dw ding the original roup* thus revealed. 

Certain t raupe f v.e basic code we e already knom. By a In. those nee- 
e pee re iphereu with v.e ue eet of soul tires, it e-e oseible to euperi pose ccr- 
t in stereotype words or phrases ^lnter-al -rea.ee, silvery groups, parentheses, 
•t ) * .ere repetitions in t\» 1 hw text oocurred. subtra ting the b sic b- 
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figure coda , roup* frm the cipher groups, the additives rare than 
— a lira i . when tak en In relation with the indicator group, sections of the -dditiTS 
book itself oould be slowly reconstructed* Baeanstxuction of the original cods 
book was greet!/ facilitated 1/ the fact that on the 24th and 31st of December, 

1939, etuoded nesaagas ears traundtteu without being reaipbe-ed. 

If the a ditive ..ad bee;, dsteruioaa, even unknown code groups ould be i -an- 
ti f led an a frequency basis, by their position in the text, and tijrou^h the use 
of "spellers". 

y Maroh, 1%0, it was possible to read these nsusuges in part, and fraa then 
on with increasing success. The auditive books used wore later changed every three 
o seven d ye. Vit:dn the course of the effective period, nary of the . were alaost 
o<ng lately rec nstruoted* 

On the 1st of Spril 1941, the basic code book nas changed; but, in spite of a 
dearth of traffic, was being read four weeks later* Until Movant) ar, 1942, the 
* . o.ity of ..es.agas were :ead by 1-Lei t, Southeast, within two to fourteen djya 
of Vieir interception. 

Cfc the 1st of Movenber, 1942, the coca book waa once store changed. Pros than 
on only fr«©-ents of sassages -ere read. 

7 * , . acedure wen used .n England, and later in the kiddle Kaat prlnarlly. 
lairing the winter of 1941-19*2, aessa.es eve: e . *a hi*,b aa 600 per day. Thia 
figure t r lually dwindled, until in e -rly IS-, tasy averaged less than 100 per day, 
oai Vy the sua-sr of 19d*, interception of th«. waa diacontimea altogether. 
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This also sss s reciphered 4*- figure coos. The code book was captured in Bergen 
during the oooupstian of Norway, end e photos te tic copy furnished to Beferet B. 


fork on the rooiphsment was be 91 c in June, 1940, end bgr July of the seas jeer the 


first eess'^ es were being 

The sretea sea used by air sttsohss, end the najorilgr of aesse^s could be reed 
with a epth of about 300 per nonth. 

Since the evaluation section was no longer interested in the contents of these 
assesses and the interception of thsa had been sharply rechic ed, oxyptanelytic work 
a ten was «b>ndoned in the spring of 1942. 

7. ?.°.± 

In the suns: of 1942, rorL.it a ly JO special groups (those beginning with 
*T" , which were a special wai^tlne sedition) of the Pentley code (oasaercial) were 
. aentlfled. In the winter of 1942-1943 t a code was reciphered with e 5-figure 
additive. Only aul • portions of the additive book were reconstructed. It was 
*aed ly V e ritiah diratya in South Afrlou, Southeast .tfrica, B^rpt and Syria. 


heaaa^s were intercepted at tha rate of ten a day 


• 'Arcgaft - va e nt Co^t l#tCl 


In the fiall of l%2 f work on the solution of ti m aircraft koveuent Code wui 
• ^Aie ty #-Leit , Sout’.«v»t, in At «ns« The a/ste_ -< 1 * 7 nee 1 pronounceable 5- letter 
one sards, which mre chewed every twnty-four r.oure. In 19u3 e hysteu. of two 
setting djhlly me -ntrouuceo, lllll ch.r^ei every teen Xy-tour hours. Later both 

settings were c every twelve hours. 
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It was used for ferry fligits free TaJcoradl to India, vis Msl&ipiri and Igjrpt. 
Ths depth of traffic M up to 500 aasaagas daily. 

Fraa Februsjy 1944 on, tha coda could no longer be read because of tha intro- 
duction of too ssiy variants. 


9. p'atrr r TY* 

Tha first 3oiber Coda _eaage* were intercepted in Hoveuber, 1942, and frcai 
January, 1945 until the end of tha war, were currently read by Leldekopf 1 in Zeiat 
Holland* The code was used ty the British and saerloans jointly, to tha disad- 
vantage of t e British. It was chan, ed daily at 0500 hours. Therefore, if an 
Meric >n raid took { lace durin the day, the coda would be broken in time to penal t 
Manages of tha R M night bowbers to be read laaediately^ The depth of a s e sages 
•veraged 3<X p«: ~ /, sae tines running over 500. 


Tha JLraraft Reporting Code was used \ y rec annals sunoe aircraft in tha feat 
fna July, 1945, on, replacing Rfko and Sakoh. It ms first brotaan in february, 
194*., by tie 16th Canary of UBi 5 in Angers* Later, owing to a lack of intar- 
vie, ted . eaaagea, the code wis only rtially read in oonnection with the UCO Coda 
(weather) \y tha fixed Sid station in Eusucu 


11. UCO Cods 

Tha UCO Weather Coos was artiilly broken in key, 1944, bjr the 16th C<aip-iv of 
L/Oi 3 in < or_s- tian with tie Aii-*raft Reporting CoOe. Primarily barometric pres- 
sure, given in 7-letter t rxxqs, wus deciphered. Fro- July, 19u., on, the UOO CoM 
» *s wor«*l an in u»- . The depth of tr frlc v-s up to 300 messages per d j*y . 
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In the uiddle of May, 1943, work on Jlidax w<>s begun by the 3rd Battalion of 
818 Raginerrt, Beat, In ilougival, near Paris. It sas a bl^an syet«_, reciphered 
with 9- letter cipher strips whioh changed dully. Slides ■esa-ges were read In en- 
tirety ever since t e Invasion. The cipher strips sere reconstructed each day by 
0 flju to 0900 hours. The average depth of traffio per strip was 13-40 ^eaaagea per 
<Uy. 

13. Air Support Fart/ Networks in It »ly 

In 1944-1949 short sassages were transmitted on ASP networks In Italy, con- 
taining one of the words "Sweet", "Sugar" , or "Canty". For a while, tone, and 
■■bar of aircraft requested could be quite accurately determined front then. When 
the cipher ke; was c mged hourly, or eveiy two hours, ds finite identifioatian 
wee no longer possible. 

14. liUteg SiM Mi 

a. from February to ^>ril, 1940, the Main Weather Code (5- figure with plotter 
tituo > tar; was broken ty the Chi-^telle, .u*i fter solution was turned over to the 
•> 1 civil »e .ther Monitoring Station (WICKUE^) at Glindcw, ne> r Potsdam. 

b. In April, 1942, W - Le lt, Southeast, worked an a ^figure Middle East weather 
cede, and upon its solution turned it over to WW. 

o. Tj ; inoipal weather codes used in the Atlantic area, bearing the indicate] 
"WVdet” »na Tooth", acre worked upon ty WBflflLi. To t .e best of the knowledge of 
Refbr*t K, ttue effort .jet with no success. 

u. The iecipi.erin* of we»ti.er insofar a* thqj r could be externally 

was not the function of aefer t K, but rather of VXK-dB, the 
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central weather bureau at Glindow. Tha Kafer.it acted only in an au^-Uazy capacity. 
15. Mlocellanenua Systspn 

«. Tr iw», oaitton Cipher: There were several ayatau of thia nature uaed in 
the various theatre a of war, *iioh could be deciphered. 

In Great hrltain itaelf, a tranapoaiticn cipher, involving a rectangle ten 
ooliana wide, waa uaed. Thia qystaai mu o hanged every Thursday at 2AOu hairs ty 
trananitlin, % « new key word, enciphered in the previois aystma. 

b. Double Tr naj oeition Cipher: In apite of notebooks captured during the 
reconqueat of Leroa, and data found during the firat ata e of the Noruunty Invasion, 
this e/at«. could not be broken, owing to a lack of sufficient neaaages in tha same 
key, .n: of the ease lent th. 

o. Typex 

In the amir of 1%0, attaints were :ada to break tide machine cipher. It 
was soon realised, however, tost these efforts were of no avuil. 
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LlABOt Mi CO-CHBUCiqi 3P1MBI M 

umgr< xv other 

cRffT^tf^ip. ..caftTSB 

* 

Fsrulnand Yoegele 
Chief, Refer* t X f Chi -8 telle 
Luftwaffe SIS. 

During 1937 *«d 1930, 11 ale on with the Chi -3 telle of the Wehnaoht me United 
to »n each nge of identified code groups within the Russian oode book. The Cseoho- 
slovuklan douhls-tran^oaition oipher wee being worked on bjr the Yehruaoht Chi- 
Stelle, but it bed not been broken. 

In the spring of 1939* the Tehrweoht whs interested in the Trench Air Force 
4*- figure eode, reciphered with letters, which 1 had broken. I forthwith supplied 
than with those oode groups which had been identified, -nd an explanation of the 

m 

redphen -ant. 

% first liaison oontect with the Chi -Stalls of the Navy took place in 1939* 

Mir object ex the retjuast th t tbs Navy pens over to us, copies of RAF 4-fl0ire nss 
sages that they were intercepting, to which request they acceded, ffe alec dis- 
cussed the question of Oyko aeeaagea, the decision being that the czyptanalytic 
work an this ays taw should me.. in with the Luftweffb, and that Syko sassages inter— 
oepted hjr SIS unite of the Navy would be paneea by teletype to the cryp tana lytic 
platoon with ve fixed SB station in Hum, to which station a rural liaison of- 
ficer was later -«n.»nently assigned. 
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At the Uu of ths ye r, first contact was ..ade with tho Chief Ve sther Officer, 
and the praise given that the weather cedes, aastly British, would be furnished to 
hie «s ao it >s they were solved. 

In the sprint: of 1940, a lieutenant-cat. ndar of the It lien Naval kinistzj, 
vlaite.i e, nd at hi a wish I explained to hi* the ..ethod vised in deciphering 8yko. 

In ttie staler of 1940, » g*ntl«~an of the fehnaaoht o uae to agr Beferat at 
Potadan, nd there received instruction on breaking the auditive used with the 
inter-Deportuental Ciphar{ British). Vea-ages in this ^yaten, intercepted by the 
SO organisation of the Ve nu-cht, tlie Navy and the Foreign Office were furnished 
to the Luftwaffa Chi -d tel .e, and while work on this system lasted, newly identified 
! titivws were likewise im n*ed. Ni, hty percent of the additives were recon- 
structed by keferat I. 

Is the begln.int of 1941, centrl li is on office was established in the Air 
. etrv . >rr ..ged for the exeh nge of *e .sages nd additives between the 
several Chi-Ste^.en, including, in part, that of the “Foreign Offioe . 

Za February , 1942, thrash the auspices of the Vehnascht Chi -8 tails, I sought 
to set liah contact wit.. * Japanese, Colonel HaJ.shi, who waa ( t that tuns in 
'•rlin. Hcwnver, nothing cm of thia ttojt, as 1 was contimall/ put off by 
Colonel r.e^if , the chief of tie .ehn. cht Ihi-ote.le, who did not ipprove of this 

idea. 

•t about this ti-a , I ee.it five people to the It li n Naval kimatiy, in Roae, 
t - «r« o>. --A a-figure ..eaaagea, trinri-.ll^ -ec use these i&ess gea were 
Wang inter e, te in * onterotonio .nd eleewlare in It 3y. No other oiyptogr phic 
^re es.-ha*u.wc with the Italians. Meetings widch I had with oeneral Cmba, 
d offi ere of m I tali -n air rare* were without ai^flc -nee. 
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IiUUul 1M, aad, U p*rt mdu, m «tk tb. 

Chi -Stall# 1 a Barilo relative to oarUin wa rt s a a ayet*-#, wc at sbdoh vara •URSaI* , 
'GDiT* and tha Dirlalcn /it 14 Coda. Slnos tor on Cl lastallstloB la tfaa Maratall 
aao iaso^litt, imr«l Joist raaoaroh axparlnants ears conducted at tha Et i oho 
spertfald (Rational Athletic Stadlun la Barilo) share tha Hollerith h*d 

n*ds aval labia a ooqplata Installation la oos of tha larger halls. 

Tha dwrloan d her strip ajmtm usad on tha South Atlantic ferry routs m 
brats n la my Bafarat. It aas also usad in Aasrloan diploma tio traffic, and ^ 
nethod of solution aas adopted by tha Ch±-St#ll#n of ths Vahmaoht and /oral go 
Off loo. 

Ourio t a ya ra 1945-1945, h-209 K*a*agaa and results sore exchanged with ths 
Ohi -Stella, JUA8T 5 (Any SIS oaotar in ths West), and ths N«vy Chi-Stalls, 
out-stations intercepted uajy nora 1.-209 osssagas than did those of tha Luft- 
»; of the three sareioas, ths Havy intercepted tp for the least. 

During tha a an owl half of 1944, and until March of 1945, "TELRA" masa&gas wr« 
aaohaagsd b o tea in Refarat I and tha Chi-Stollo of tho Vahmacht. Nealy idantifiod 
oods group* oar* a an hanged dth both tha Wehmaoht aad tha Anp. 

During tha period shortly before tha Invasion, aai for as long ae they sere 
■ot eej or.ktea tp tee gre-t ..itac i, clone -oo op*r--tior. axisted in the fields of 
Slides aad IM9 bstanan KAAST 5, and those o^paadas of SIS Reginent, Tost, to 
which ciyptenalytio town aar* attached. 

Tt.rauc.hout the entire »-r I an J<pea olon* anaoc^ation aith tha leading figures 

t 

engaged in crypWnaijrtic work., -ad Ip -n.as of t he s e contact* view* and experience 
«*r* ~ng*d. In general, regular li.iaon affioara aar* no 
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